
Certification of QKD-Devices
Workshop: Standardisation and certification of QKD systems and QKD networks 

Dr. Manfred Lochter, BSI

28. September 2021



BSI 
as the federal cyber security authority

shapes information security in digitization
through prevention, detection and reaction

for
government, business and society.



Overview

Introduction
The ETSI/BSI-PP
What is missing?
A Certification Ecosystem
Approval

Page 3



Introduction
The participating member states Plan to work together to establish a cooperation framework – EuroQCI – for exploring 
within the next 12 months, the possibility of developing and deploying in the Union, within the next 10 years, a certified
secure end-to-end quantum communication infrastructure (QCI) composed of space-based and terrestrial-based 
solutions, enabling information and data to be transmitted and stored ultra-securely and capable of linking critical 
public communication assets all over the Union. 

(QCI Declaration) 

The absence of certified and authorised devices and certification criteria, and the fact that early commercial products 
were compromised quite quickly, means that we are still in the phase of experimentation rather than application in 
concrete use-cases. The fact that no QKD solutions have received a security accreditation is an evidence of the low 
maturity of QKD implementation robustness. 
Rebuttal: this is the subject of ongoing work by ETSI and BSI. The QCI project will be a driver for this.

(European Quantum Communication Infrastructure - JRC Report 3.7)



IT-Sicherheit durch Quantentechnologie gewährleisten
Woran lassen wir uns messen?
Die Bundesregierung wird die Erreichung des Ziels anhand folgender Kriterien überprüfen:

Im  Bereich  des  Quantencomputing stehen  bis  2025  Rechner  mit  mindestens 100 Qubits auf 
der Basis souveräner Technologie aus Deutschland und Europa bereit und stehen für 
Anwendungsuntersuchungen aus dem Sicherheitsbereich zur Verfügung.

Im Hochsicherheitsbereich hat der Wechsel zu quantensicherer Kryptografie begonnen. 

In Staat, Wirtschaft und Gesellschaft ist die Dringlichkeit des Wechsels zu quantensichererer 
Kryptografie akzeptiert und in kritischen Bereichen eingeleitet. Pilot-Infrastrukturen binden Partner 
aus den verschiedenen Bereichen ein. 

Technologien  und  Lösungen  der  Quantenkommunikation  von  Anbietern  aus  
Deutschland und Europa stehen für Staat, Wirtschaft und Gesellschaft zur Verfügung.

Die Studie zur Realisierbarkeit von Quantencomputern wird fortgeführt und aktualisiert. 

Cybersicherheitsstrategie für Deutschland 2021 



IT-Sicherheit durch Quantentechnologie gewährleisten

Wichtige  Voraussetzung  für  den  Einsatz  von Quantum  Key  Distribution(QKD)in  hochsicheren 
Netzen ist die zertifizierbare Sicherheit von Produkten. Hierzu entwickelt die Bundesregierung ein 
Protection Profile gemäß Common Criteria, begleitet die Erstellung zusätzlich benötigter technischer 
Angaben durch Studien und erforscht quantitative und qualitative Aspekte der vorliegenden 
Sicherheitsbeweise.

Der  mögliche  Sicherheitsgewinn  durch  QKD  wird  nicht  nur  in  Forschungsprototypen,  sondern 
auch im realen Einsatz demonstriert, um die Praxistauglichkeit zu demonstrieren

Cybersicherheitsstrategie für Deutschland 2021



QuNET-Demonstration



The ETSI/BSI-Protection Profile

• Limited Scope: P&M QKD; Point-to-Point
• Goal: EAL4+AVA_VAN_5+ALC_DVS.2

• PP should be complete this autumn
• Very good industry participation
• Help from NICT
• Discussions helped to create a better understanding between communities
• Introduces packages
• Options to address national policies, e.g. on randomisation, or environment
• Goal: Internationally recommended PP
• Parallel activities by ISO
• PP needs to be certified



Central Part: FCS_QKD

Scientific review needed!



What‘s missing? The Ecosytem!

• A Technical Domain: Impact of the CSA?
• CSA-Level „High“ 
• Industry Working Groups necessary
• Accompanying documentation (e.g. on 

Sidechannels)
• Security proofs (study planned)
• Standards for Protocols/Interfaces
• Standards for the use of QKD keys
• Distribution of authentication keys (PQ-

PKI?)
• OTP or AES? 
• Which networks?

For assurance level ‘substantial’, the evaluation, in 
addition to the requirements for assurance level 
‘basic’, should be guided at least by the verification of 
the compliance of the security functionalities of the 
ICT product, ICT service or  ICT  process  with  its  
technical  documentation.

for assurance level ‘high’, the evaluation, in addition 
to the requirements for assurance level ‘substantial’, 
should be guided at least by an efficiency testing 
which assesses the resistance of the security 
functionalities of ICT product, ICT  service  or  ICT  
process  against  elaborate  cyberattacks  performed  
by  persons  who  have  significant  skills  and  
resources.



Use of QKD?

BSI‘s position: QKD only in hybrid solutions as
optional additional input. Hybrid solutions
support End-to-End security
Encryption: AES (Additional use of the OTP 
possible)
Management of Authentication Keys has to be
solved? PKI and ITS?
Availability of certified Products?
Integration in existing infrastructures? 

For government use Certification is often not sufficient.
There may be additional requirements, not only on the
product itself, but also on its lifecycle and origin.



Protection of Classified Data and next steps

• For the protection of classified data additional requirements hold
• Evaluation according to EU Rules necessary
• Origin of products; Lifecycle
• Evaluations with the goal to approve a product can be based on CC evaluations
• The EU Council should be involved in an early stage of EuroQCI
• Additional requirements may hold, e.g. the use of hybrid modes



Next steps?

• Additional packages?
• Entanglement based QKD
• Security proofs
• Protocol Standards
• KMGT
• Urgency if timeline shall be met
• Funding of the certification of the PP
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